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Foreword

Technology moves fast. So do criminals. Beleaguered online merchants 
might feel like the only thing more daunting than preparing for Web 4.0 
is bracing for Malware 5.0. Cyber attacks hit large and small merchants 
alike, phishers and fraudsters seem to be everywhere, and identity theft is 
so prevalent that we know credit score jingles better than Top 40 hits.

But this is not the end of the world, and you can’t afford to hide in the 
closet. Your customers are online, on their smartphones, and buying 
goods and services in a virtual market that’s growing at an amazing 
rate. You’ve got to ride this digital wave, but also make sure you don’t get 
wiped out by the bad guys.

Wait, you say. Isn’t security what you do, PayPal? Why do I have to worry 
about this stuff? And you’re half right. We have a small army of very 
talented people fighting cybercrime, protecting our customers’ data, and 
shutting down scammers day and night.

But we need your help.

It’s up to you to choose strong passwords, install virus software on your 
computers, educate employees about phishing emails, and safeguard your 
customers’ personal information.

That’s why we wrote this book: to be your partner in anticrime, to share 
what we know about protecting your business and customers, and to help 
you grow and thrive. Let’s get to it.

 — Russell Bauder 
Risk Design Team Lead
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4

Taking Care of 
Malware



One of the biggest safety misconceptions  
among consumers and online merchants is that 
their computer software assures effective Internet 
security; however, malware is a persistent problem 
for all concerned.

In this chapter, we’ll explain the ways consumers’ 
and merchants’ computers are at risk of becoming 
infected by malware, including so-called viruses, 
worms, Trojans, zombies, spyware, and more.

We’ll also identify unique malware security 
challenges and solutions for online merchants 
to help protect their computers, networks, and 
customer data.
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What Is Malware?
Even though obvious effects of successful malware attacks on  
businesses—including gross fraud incidents and major data breaches—
have become common, online merchants don’t always fully understand 
or respond aptly to malware threats.

All types of malware (short for malicious software), such as viruses, 
worms, Trojans, and spyware, are written to harm or exploit computers 
and networks, either as acts of mere malice, or, more often and of greater 
concern, to steal personal and financial information for criminal gain.

While malware targets everyone who visits the Internet or uses a com-
puter, it poses a unique threat to online merchants, whose websites are 
often vulnerable in more ways than their owners realize. Cybercriminals 
are on the lookout for such weaknesses, viewing unsecured data as an 
open invitation to scam and deprive legitimate businesses, especially  
new online merchants.

 Fast Fact: With 2.1 billion people actively using the Internet, according  
to Pingdom, Web users account for 30 percent of the planet’s population. Security 
experts estimate that hundreds of millions of malware-infected computers are 
roaming the Internet, too, looking for vulnerabilities in computers or exploiting 
malicious URLs. Between one-quarter and one-third of all home computer systems  
are already infected with some type of malware.

Cybercriminals use special malware to victimize others in varying 
degrees, ranging from minor annoyances (such as pop-up ads in a 
browser) to major financial losses (such as fraud committed using  
stolen credit card or banking details).

 Fast Fact: In its annual Threat Report, the security software company 
Symantec said that it stopped 5.5 billion malicious attacks in 2011, even as 
cyberattacks grew 81 percent in 2011, with up to 1.1 million personal identities  
stolen via malware.
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Why Online Merchants 
Are Tempting Targets
For years, banks and financial services firms topped the list of industries 
most frequently targeted in online attacks. As a result of bad publicity, 
high-profile data breaches, and stricter government regulations, most 
banks have since tightened their security policies and procedures, making 
it harder for scammers to steal customer information.

Online merchants are now among the most exposed industries for  
scammers to steal information from and commit fraud against. Let’s  
look at the top three reasons why cybercriminals attack merchants:

1. Online merchants have data that turns a profit. Cybercriminals 
know that they can get much of the same information from an  
online merchant that they’d find at a typical bank, including customer 
names, addresses, credit card numbers, and bank account details. A 
clever scammer can use this data to commit identity theft or other 
types of fraud, or even sell the info on the data black market to big 
cybercrime rings.

2. Scammers use many programming languages. Cybercriminals  
know the security shortcuts that online businesses, especially small 
ones, take to save time and money setting up and maintaining a  
commercial website. As a result, the crooks know how to exploit  
vulnerabilities in the code.

3. Scammers know many online businesses are lean organizations. 
Those who work for a small company often have multiple roles. When 
an online company’s marketing intern is also in charge of patching 
servers and updating browsers, some tasks may not be done properly. 
Unfortunately, mistakes in this area can be costly. Many online retailers 
running transaction servers don’t have a formal way to patch software 
on their servers, and today’s cybercriminals and malware authors are 
experts in exploiting the vulnerability of unpatched servers.
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Without strong security software, solid policies, and best practices for 
online security, Internet merchants—large or small—are in danger of 
being attacked by one (or more) of seemingly endless strains of damaging 
malware.

PayPal InSIDER

Using Fraud Management Filters

If you use one of PayPal’s payment processing 
products, you’re protected by multiple fraud man-
agement filters. these are tools that can identify 
payment characteristics that may indicate  
fraudulent activity.

Fraud Filter Options

if a transaction is flagged by one of these filters, 
you then have the option of denying payments 
that are likely to result in fraudulent transactions, 
or accepting payments that are not typically a 
problem. you can even opt to further investigate 
flagged transactions, by comparing prior orders,  
for example, or by contacting the customer for 
more information.

Who Can Use the Filters?

PayPal provides free filters for all business accounts. 
these basic filters screen for the country of origin, 
the value of the transaction, and other criteria, 

thus protecting you from obvious fraudulent 
activity.

When you subscribe to PayPal’s Payments Pro 
service (at an additional charge), you have access 
to more advanced filters. these filters screen 
for credit card and address information, lists of 
high-risk indicators, and additional transaction 
characteristics.

What Are the Benefits of Using the Filters?

you save valuable time by letting PayPal review 
transactions instead of doing it yourself. you also 
save money by identifying and stopping poten-
tially risky transactions; this reduces chargebacks 
and lowers your cost of doing business. in addition, 
you typically end up with more accepted payments 
because PayPal applies your rules evenly, and with 
greater accuracy; good customers are less likely to 
be rejected in error.
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Types of Malware
Before malware became such a present menace, viruses were considered 
the biggest threat to computer systems. In fact, many people still falsely 
consider antivirus software sufficient catchall protection for all types of 
malware.

While computer viruses are still a major problem, many types of malware 
have surpassed viruses in variety and threat level. Today’s most malicious 
software can self-replicate and harm your computer without your knowl-
edge or permission.

Knowing the most common types of malware—those notorious worms, 
bots, zombies, and spyware villains—will help you understand and avoid 
these attacks on your computer and your business.

Killer Worms
Computer worms are one of the most destructive types of malware, as 
they hide in your computer, probing for other computers on your network 
to infect.

A worm might infect a computer without any action from you, or it might 
trick you into opening a link from a Web page to infect your computer. 
And worms can reproduce fast, replicating as many as 250,000 times in a 
typical eight-hour workday.

A worm’s capabilities and targets depend on the payload it carries. The 
payload is the part of malware written to execute a specific task (another 
part of the code is written to enable its replication).

Payloads can be written to delete files on an infected computer, launch a 
viral attack, disrupt network traffic, and attack email and social networks 
for various aims. For example, worms are often used to disrupt network 
services or create denial of service (DoS) attacks against businesses.

Tricky Trojans
Much like the infamous wooden horse that ancient Greeks used to decep-
tively enter and destroy the city of Troy, today’s Trojan malware appears 
to be legitimate but can infiltrate and damage a computer. Victims are 
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tricked into downloading and running the bogus software on their com-
puter systems.

Once installed, a Trojan starts attacking its host computer and may strike 
by displaying annoying pop-up windows, spreading stubborn viruses, 
stealing personal data or passwords, or deleting programs and files.

Unlike computer viruses and worms, Trojans don’t spread on their own 
by infecting other files or by self-replication. Instead, they engage unsus-
pecting users to create computer damage themselves by opening an email 
attachment or downloading a file from a website offering interesting 
games, quizzes, or software.

Such seemingly innocent actions can wreak havoc if you allow Trojans to 
access your computer. Some may even uninstall files, opening up a back 
door to your security system. In this way, Trojans can allow an outside 
user remote control of your computer to copy and resend confidential 
information.

Panda Labs, Panda Security’s anti-malware laboratory, reports that in the 
first quarter of 2012, six million new malware samples were created, and 
Trojans now represent 80 percent of all new malware. As you can see in 
Figure 4.1, no other malware comes close, as even worms comprise just  
9 percent of total malware.

Others
1%

Trojan
80%

Worm
10%

Virus
6%

Adware/
Spyware

3%

Fig 4.1

Figure 4.1 Wonder-
ing what malware 
to combat most? 
Trojans account 
for 80 percent of all 
malware attacks.
Source: Pandasecurity.com
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Bad, Bad Bots
A “bot,” short for robot, is advanced malware that poses a major threat to 
almost any computer or mobile device.

Bots give cybercriminals major control over their victims’ computers. Bots 
use infected computers, known as “zombies,” to send spam, host phishing 
websites, execute DoS attacks, or steal victims’ identities by monitoring 
keystrokes.

A collection of bots in a network, or a botnet, can be deployed by organized 
cybercrime bot-masters to sell bots for malicious and illegal purposes. 
Bots have contributed in recent years to much corporate spying, govern-
ment surveillance, and distributed denial of service (DDoS) attacks, which 
can shut down computer networks by accessing servers repeatedly and 
preventing legitimate customers from accessing websites.

Security experts say that there are thousands of bots and zombies on 
the Internet, and many may operate unnoticed for months as unwary 
computer owners endure their computers slowing down, showing strange 
messages, or crashing.

Prying Spyware
Fighting viruses, worms, Trojans, bots, and zombies has become a require-
ment for most businesses, and online security vendors have their protec-
tion down to a science.

However, another newer malware is using increasingly clever and  
sophisticated ways to sneak onto vulnerable computers: spyware.

Spyware is malware that gathers information from your computer without 
your knowledge and gives it to another party. Some irritating yet fairly 
harmless types of spyware may steal a computer’s power and memory, 
causing it to run slowly or even crash.

However, more dangerous spyware can steal your personal and financial 
data, such as your home address, email address, account passwords, credit 
card numbers, and more. And online merchants beware: scammers using 
spyware can get even more critical and useful data (for criminal purposes) 
about hundreds or thousands of your customers.
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What Websites Are Most at Risk?
Certain websites—often for their size, prosperity, status, or popularity—
are conspicuous and consistent targets of malware threats. Obviously, 
none of the affected businesses intends to cower or fold up in the face  
of malware threats—indeed, most are among the most highly protected 
and vigilant.

But all website owners are smart to understand which Web categories are 
most at risk, especially if their business depends on maintaining sound 
defenses against persistent cybersecurity attacks.

Security firm Symantec’s 2011 Internet Security Threat Report lists the 
types of websites most frequently attacked and infested by various kinds 
of malware (Table 4.1):

Table 4.1

Most Exploited Websites Percent of Infected Websites

blogs/Web communications 19.8%

hosting/Personal hosting websites 15.6%

business/economy 10.0%

shopping 7.7%

education/reference 6.9%

technology, Computer, and internet 6.9%

entertainment and Music 3.8%

automotive 3.8%

health and Medicine 2.7%

Furthermore, according to a 2011 Ponemon study, the rise of mobile  
workers, PC vulnerabilities, and the use of third-party applications on  
the network are the greatest areas of endpoint security risk today.

To prevent malware attacks, consider limiting network access via smart-
phones or personal devices, so that only certain staff members can access 
your networks. Even then, you might want to put further restrictions on 
access so that they can reach only certain parts of your networks.
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How Is Malware Spread?
Cybercriminals constantly devise innovative means to get malware onto 
your computer. Here are some of the most common ways that malware, 
including viruses, worms, Trojans, and spyware, can be spread:

• Email: Cybercriminals are notorious for including malicious attach-
ments and links in emails that appear to come from friends, reputable 
organizations, or other trusted sources. Some malicious emails can 
even infect your computer from the email client’s preview pane, with-
out your opening or downloading an attachment or a link.

• The Internet: Surfing the Web may feel like a private activity, but in 
fact you’re exposing your computer to unwanted contact with anyone 
else who has a computer and Internet access. All you have to do is visit 
a website or click a link and you’re a potential victim.

• Outdated software: Malware crawls the Internet, looking for vulner-
abilities of outmoded software to spread its influence over computer 
systems. Be especially careful if you’re surfing the Web with outdated 
software (and update with the latest versions as soon as you can), 
including your browsers, operating systems, or system plug-ins.

• Local Area Networks (LANs): A LAN is a group of locally connected 
computers that can share information over a private network. If one 
computer becomes infected with malware, all other computers in the 
LAN may quickly become infected as well.

• Instant messaging (IM) and peer-to-peer (P2P) file-sharing systems: 
If you’re using a client for these online activities, malware may spread 
to your computer.

• Social networks: Malware authors take advantage of many popu-
lar social networks, infecting the massive user-data networks with 
worms. If a social website account is infected with a worm, just about 
anyone who visits a poster’s profile page could “catch” the worm on  
her system.

• Pop-ups: Some of the most sophisticated malware spreads through 
well-disguised screen pop-ups that look like genuine alerts or mes-
sages. One particularly devious—and widespread—“hoax pop-up” 
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claims to have scanned your computer and detected malware. If you 
attempt to remove the malware as urged, you’ll actually install the 
malware.

• Computer storage media: Malware can be easily spread if you share 
computer storage media with others, such as USB drives, DVDs, and 
CDs. While it may seem safe to open a CD of photos from a colleague, 
it’s always best to scan unfamiliar files first for possible corruptions  
or security risks before you copy or open them.

• Mobile devices: Mobile malware threats have become increasingly 
prevalent (see Chapter 6, “INSERT CHAPTER TITLE”), as more people  
use their smartphones and tablets as mini-computers, helping mal-
ware problems proliferate across additional platforms.

Add Security to Gain More Trust
Some online businesses have no idea that they’re infected with malware 
until they’ve been blacklisted by Google, which logs about 6,000 malware-
infected websites every day, according to Business Week.

If a website is infected with malware and its name lands on the Google 
Blacklist, a merchant must prove that all traces of malware have been 
resolved before the name can be removed.

Here’s how to remove a website name from the Blacklist:

• Remove the malware. Google suggests doing the following to fix the 
problem. Clean up the content, removing any pages that were added, 
any spam content, and any suspicious code identified by virus scan-
ners or the Google Malware Details tool. If there are backups of the 
content, consider deleting the content entirely and replacing it with 
the last-known good backup (once it’s clean and free of hacked con-
tent). Check to assure the hacked content is all gone by using the  
Fetch as Googlebot tool in the Google Webmaster Tools.

• Change passwords. Chances are, a merchant doesn’t know how her 
website became infected and doesn’t know what information the 
malware authors obtained. To be safe, change passwords so scammers 
can’t access the website.
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• Request a review from Google. When the malware problem is resolved, 
request that Google remove the website from the list. There’s a link to 
request this review on the email Google sent noting that the website 
was blacklisted.

While it may be a surprise and a concern if your website gets blacklisted 
for security issues, the news should eventually better prepare your busi-
ness to prevent malware attacks in the future.

Malware Threats 
Merchants Must Fight
Online merchants don’t always have access to a team of security and net-
work experts who can help them deal with cybercrime. While some are 
lucky to have a small IT staff or at least a consultant to answer their ques-
tions, many online merchants are mom-and-pop shops where it’s actually 
mom or pop handling everything from customer service to protecting the 
security of their online operations.

Fortunately, there’s outside help for one of the biggest concerns: fighting 
fraud when accepting payments online. A payment services provider like 
PayPal can help secure an online business (see the PayPal Insider in this 
chapter). Customer information is encrypted on the PayPal servers and 
any data that is passed between clients, retailers, and PayPal is secured 
using the latest safety technologies.

PayPal also encourages customers and online merchants to have a solid 
understanding of how malware works, how it infects computers, and how 
to spot signs of infection.

Here are some of the key malware risks you need to know about:

1. Unpatched servers: If you’re using outside servers exposed to the 
Internet, or even internal servers that don’t connect to the Internet, 
you’re at risk for major security issues if you don’t patch all your  
servers as soon as patches become available.

2. Unpatched software: Many free, mainstream Internet applications 
can contain security vulnerabilities to be exploited by worms or 
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viruses, and Internet security software vendors may take days or 
months to update their software to deal with new threats. In the 
meantime, your computer and networks are at risk. Fortunately, if 
you keep your browsing and email software updated with the latest 
security patches, you can minimize these risks.

3. Insecure peer-to-peer (P2P) file sharing: If you have file and printer 
sharing turned on, it’s easy and convenient to share files with your 
coworkers. Individual users’ computers often have file- and printer-
sharing turned on, allowing files to be copied directly between com-
puters within an office. While this is convenient and often essential 
to work group productivity, when it comes to confidential data, don’t 
share these files unless they’re stored on a secure server.

4. Insecure passwords: If you’re sharing resources on a network, make 
sure they’re password-protected. A strong password policy gives busi-
ness owners control over who can access which resources, when they 
can access them, and what’s available for sharing. Also, if an employee 
is terminated, it’s easy to disable her network access.

5. Personal laptops or mobile devices: Both business-owned and per-
sonal laptops and mobile devices pose certain security risks to busi-
nesses. However, while business owners can control what a user does 
on company equipment, they don’t have much say when it comes to 
what people do on their personal devices.
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Security To-Do List
Malware isn’t going away, so your best bet is to be well-prepared to deal 
with its potential attacks and aftereffects. As more people use the Internet 
to shop, bank, play games, socialize, and work, there are even more oppor-
tunities for cybercriminals to make a fast buck at others’ expense.

Having read this chapter, you should be better able to spot and avoid dif-
ferent types of malware. Here are a few tips to remember as you read on:

• Implement a layered defense that includes firewalls, antivirus, and 
anti-spyware software, intrusion prevention systems, intrusion  
detection systems, and anti-phishing software.

• Keep systems and browsers updated with the latest patches. This helps 
prevent malware from infecting a computer, and also prevents exist-
ing malware from spreading across your networks.

• Monitor and quickly resolve any vulnerability that affects the pro-
grams and applications installed on your computer.

• When using social networks, be careful not to share too much infor-
mation. If you’re required to enter private data like an email address, 
select the option to prevent other users from seeing the information,  
to ensure that no one but you and the website administrator can 
access your data.

• Don’t rely on a single operating system (OS) or browser. No OS or 
browser can be completely secure. By diversifying your OS and 
browser strategies, you ensure that your entire business won’t be 
taken down by a single malware attack.

• Exercise caution when using smartphones, laptops, and mobile tablets 
to conduct business transactions. Being an online merchant is often 
a 24/7 job, which tempts some merchants to blur the lines between 
personal and business lives, and so expose their business data over 
unsecured personal-use mobile devices.

Next up in Chapter 5, “Steer Clear of the Social Engineer,” we’ll cover how 
to protect against major “social engineering” threats to your online busi-
ness security.
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