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INTRODUCTION

Those of you who have to deal with more than a handful of iPhones, iPads, or iPod 
Touches already know why you manage iOS devices. For everyone else, “manage” 
is not a short way to say “impose draconian control.” Managing devices on your 
network, including iOS devices, not only makes your life easier, but should also 
make life easier for your users.

That’s my core philosophy with regard to device management. In the end, device 
management has to make life easier for the user.

A happy side benefit to this is that when done right, it makes your life easier, 
too. When a user can personally take an iPhone from activation to full network 
integration in two to three steps and about five minutes, it frees you and that user 
to actually do stuff with the gear.

WHY MANAGE iOS DEVICES?

I think we should all be clear on what is meant by that phrase because this book 
is pretty much built around it. While “managing iOS devices” can suggest all sorts 
of draconian imagery, the reality is a bit more mundane.

When you run a business or an IT department, you have to care about your 
company’s “stuff.” If you have a small number of people, it’s pretty easy to adopt a 
“live and let live” policy, so your management tasks may start and end with “Here’s 
the address for the email server we use. Have a nice day.”

But as your company grows, or if you have data that you need to control securely, 
then you need ensure that your data is set up and managed in a consistent, sane 
manner. Consider a small doctor’s office. Even with just two or three employees, 
that office has to take data security very seriously or many, many regulatory and 
legal entities may come down on it like a ton of bricks.

So that’s what management is about. You’re ensuring that your iOS devices 
are set up in a way that is consistent and sane for your needs, whatever those 
needs may be. Some of you may never need to care about disabling cameras, for 
example, while others may need to lock down those snapshot lenses as tightly as 
possible. That’s what this book is about: Helping you meet your iOS device needs 
whatever they may be.
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WHO NEEDS THIS BOOK?

The short answer is “anyone who wants to better manage their iOS devices.”
(By the way, throughout the book, I’ll use “iOS devices” to refer to the entire 

family of Apple products that run on iOS. If I’m talking about a specific product, 
such as an iPad, then I’ll do so. Trust me, referring to “iOS devices” beats the pants 
off of “iPhone, iPad, and/or iPod Touch.” It’s also gobs easier to type.)

The longer answer is about the same as the short answer with more details. 
No one profile perfectly covers everyone using iOS devices. Everyone is learning 
how to deal with Apple’s portable devices, from five- or ten-person SOHO shops 
to Big Enterprise. This book is simply a collection of information to help you out, 
regardless of your level of iOS usage.

WHAT THIS BOOK IS

This book is, as true as I can make it, a reference source. It is designed to be of use 
to people across their ranges of need—from someone who just wants a guide to 
use iTunes and a USB cable to someone who needs to set up SCEP and MDM and 
talk to their back-end directory servers.

As much as is practically possible, this book tries to help all of you. I hope it 
does so in a way that will be of use past the current version of the iOS (which is 
v5.x at the time of this writing). That means I’m going to cover a lot of principles; 
the general application of said principles; and use specific, focused examples to 
illustrate an application when it makes sense, or when I’ve found an app that’s 
particularly neat or cool. (Yes, neat/cool counts in IT. You’d be amazed.)
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WHAT THIS BOOK IS NOT

If you’re looking for a cookbook of how-tos, I will tell you now, this is not the 
book for you. While such books have their place, I think that place is the Internet, 
where information updates can be done more quickly. I’m not just being smarmy 
here. Some of the words you’re reading were written six or more months ago. As 
a result, any how-to or step-by-step example included here will be similarly old. 
(What, you think editing my verbosity happens in a fortnight?) Do you really want 
to use a step-by-step setup that may be older than the iOS version you’re trying 
to use it on? No.

In a sense, overly detailed step-by-step how-to books are handing you a fish. 
Instead, I want to teach you how to fish. This book is here to help you learn about 
what’s going on with iOS devices and how they work with regard to iOS manage-
ment, so you can develop the exact way you wish to implement that management 
in your environment in a way that works for you.

THANKS

Outside of the specific thank-yous that are in the various prefaces to this book, I 
want to give some thanks specifically to Apple, for the iOS, the devices, and the 
management APIs; Cisco, for SCEP; Microsoft, for giving Windows Server 2008 the 
ability to act as a SCEP server even though I doubt that iOS was the reason; JAMF, 
for giving people yet another reason to buy Casper (it really is an amazing product); 
and a host of people on the Internet who have contributed knowledge and help 
on this subject, in general and directly to me, because they felt that adding to the 
knowledge base is The Right Thing To Do. When I can nail the information down 
to one source, I’ll make sure you get credit. This book is as much yours as mine.
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WELCOME TO iOS 5 IN THE ENTERPRISE

iOS is, of course, the operating system for Apple’s iPad, iPhone, and iPod Touch. 

If you haven’t heard of those devices, well, I’m not sure how you would not have 

heard of those and still be interested in this book. Anyway, iOS and the devices that 

run it are really awesome and cool; but when you have to manage all of them, some 

THE TOOLS

You’ll need to be familiar with a small set of tools and concepts to get the most out 
of this book and managing your iOS devices.

iTUNES

iTunes is one of Apple’s 

two primary tools for 

managing iOS devices. In 

the consumer space, it 

is the primary tool, and 

every iOS device running 

iOS 4.x has to connect to 

iTunes via USB at least 

once. iTunes is a free 

download from Apple and 

runs on Windows or OS X.

iPHONE 

CONFIGURATION 

UTILITY

The iPhone Configuration 

Utility (iPCU) is the other 

primary Apple-provided 

tool for managing iOS 

devices. It is designed for 

administrators who need 

to manage their devices 

beyond the capabilities of 

iTunes and the on-device 

options. The iPCU is a free 

download from Apple and 

runs on OS X or Windows.

APPLESCRIPT

The book talks about 

using AppleScript to 

automate tasks involv-

ing the iPCU and various 

XML-based configura-

tion files. AppleScript is 

Apple’s own scripting lan-

guage that uses vaguely 

quasi-English syntax. It is 

included with OS X.
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XCODE

Even if you aren’t an iOS 

developer, if you plan to 

distribute in-house or 

“enterprise” apps, Xcode 

will be a necessary part 

of the process. Xcode is 

Apple’s primary develop-

ment environment and 

is included free on every 

new Mac and is also avail-

able from the Mac App 

Store for around $5 U.S.

A WEB SERVER

When we start talking 

about managing iOS 

devices on a large scale, or 

wirelessly, you’ll need a 

web server. The platform 

and brand really don’t 

matter. In fact, you don’t 

even have to own the web 

server yourself. But, you 

will need one.

OS X SERVER 10.7

With OS X Server 10.7, Lion, 

Apple finally added the 

tools needed to properly 

manage iOS devices via 

Apple operating systems. 

Even better (for me), they 

released Lion right as I 

was finishing the first 

edition of this book. Since 

a lot of people won’t 

immediately update to 

10.7, you’ll be getting kind 

of a split worldview. Infor-

mation on OS X Server 

10.7 will appear next to 

info on 10.6.

iOS 5

iOS 5 adds a huge 

number of features for 

the person using the 

phone, but the changes 

from a management 

perspective are, thank-

fully, minor and mostly 

relate to app distribution. 

If there are sections of the 

book affected by major 

iOS 5–specific changes, 

those changes will appear 

alongside the iOS 4 info. 

If the changes are only 

cosmetic, then they won’t. 

(If the function of the but-

ton changes, I’ll note that. 

If the shape of the button 

changes—not so much.)

of that awesomeness may decrease. Fear not! This book is here to re-awesome-ize 

those devices, and help make you seem awesome as well. To help you in your awe-

some journey to Ultimate iOS Awesomeness, here are a few tidbits you’ll want to 

know about upfront.
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This is the “big” chapter for the iPhone 

Configuration Utility (iPCU), and for 

anyone who needs to perform extensive/advanced 

management of iOS devices. Configuration profiles are XML 

files that control the behavior of your iOS devices, restrict or allow 

specific features, and set up functions such as email and calendars. 

Once created, configuration profiles can be distributed via USB, 

email, or a web page.

You can also encrypt and sign a profile to restrict the devices it 

can be applied to, and password-protect it so that it cannot be 

removed short of wiping all the data on the device. Configuration 

profiles can be long and complicated, or kept simple and used only 

to point a device at a Mobile Device Management server that can 

push the desired settings to the devices.
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USING GENERAL SETTINGS

When you’re creating a configuration profile, the iPCU might have you thinking 
that the General settings are the only mandatory settings. That’s not exactly cor-
rect. You need General plus at least one additional setting. This is logical because 
it doesn’t make sense to have a configuration that has only the General section 
because the General section doesn’t really do anything in terms of configuring 
your iOS device. It’s just there to identify the profile.

But, if you aren’t expecting that behavior, and you’re testing a profile, it could 
be annoying when the device refuses to install a profile with only the General 
settings configured.

The General settings are concerned only with the profile identity security 
(Figure 4.1). As such, the number of settings here is pretty small. You can set the 
name of the profile, which is what users see when they go into the General settings 
on the device and select Profiles (Figure 4.2). That’s not a misprint by the way; you 
can have multiple profiles on a single device. If you choose to have multiple profiles, 
however, please watch your settings. Choosing conflicting settings would be . . . bad.

FIGURE 4.1 General settings 

for identity security
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Most of the settings here are descriptive, starting with a Name for the profile 
that the user will see on the device and a unique Identifier named similarly to 
plist files—for example, “com.bynkii.bookprofile”—that serves two important 
purposes: First, if no other profile on a device has that same identifier, the profile’s 
settings are added to the device. Second, if a profile on the device does have the 
same identifier, the settings in the new profile replace the previous profile’s settings.

This functionality can make it easy to update an existing profile. Rather than 
performing a full remove and replace, you can just edit an existing profile while 
retaining the same identifier, and re-install the profile on the device. The excep-
tion is when changing Exchange accounts. When changing an Exchange account, 
you must remove the profile with the Exchange info so that the Exchange data 
can be purged.

The Organization and Description fields are available for you to insert custom-
ized information that—like the Name field contents—are displayed on the device.

FIGURE 4.2 General settings 

on an iOS device
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The Security setting controls the ability to remove the profile and has three 
settings: Always, With Authorization, and Never. Always is pretty self-explanatory: 
The profile can always be removed by clicking Remove in the profile’s information 
section (Figure 4.3).

If you choose With Authorization, the profile can be removed only by entering 
a passcode that you set when you create the profile in the iPCU. You’ll see a warn-
ing to that effect when you install a profile with this security setting (Figure 4.4).

If you choose the final option, Never, you’re required to erase all the data from 
the device to remove the profile.

Realistically, don’t choose Never unless you are in a high-security environment 
(and I mean “Lawrence Livermore National Laboratory where we perform nuclear 
weapons research,” not just “I don’t want people to know about our new website 
data” security); or unless you are not going to update that profile anytime soon. 
Choosing Never usually causes far more problems than it solves. Choosing With 
Authorization will cover you 99 percent of the time. If the device is a personal device 
that someone is using for work purposes, consider choosing Always. because it’s 
kind of rude to lock someone out of her own phone.

LION AND THE iPCU

If you’re wondering how OS X Server 10.7 changes the iPhone Configuration Utility, the truth is, it doesn’t. 

The iPCU still works the same way in OS X Server 10.7 and OS X 10.7 as it did in OS X Server 10.6 and 

OS X 10.6. OS X Server 10.7 does introduce some significant changes to managing iOS devices, but those 

primarily involve SCEP, Mobile Device Management, and Over The Air (OTA) management, and will be 

covered in detail in those chapters.

FIGURE 4.3 (left) Click Remove 

to delete a profile from a 

device.

FIGURE 4.4 (right) Warning 

displayed when installing an 

app that requires authorization
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Next are the Passcode settings (Figure 4.5). These settings are simple enough, but 
you have a lot more granularity than you can access using only the device or iTunes.

For example, if you don’t want people to choose a passcode like “7777”, simply 
deselect “Allow simple value.” If you want to force the use of letters and numbers 
in a passcode, select “Require alphanumeric value.” You can set the ”Minimum 
passcode length” from 1 to 16 characters, set the “Minimum number of complex 
characters” (such as &, $, or !) from 1 to 16, and choose “Maximum passcode age” 
up to 730 days. You can also restrict the number of unique passcodes that must be 
used before a passcode can be repeated, along with a few other passcode settings.

Really, none of the settings available differ much from password settings of any 
standard IT setup, save one: “Maximum number of failed attempts.” This setting can 
be dangerous, because it lets you limit the number of times an incorrect passcode 
can be entered before the device erases itself (up to a maximum of 16 tries.) Yes, this 
restriction can be useful if your iOS devices carry critical confidential data; but, if 
this value is set too low, you can create a large user support headache for yourself.

This setting falls into a category I like to call “If you have to ask, the answer is 
No!” so, if you are currently asking yourself, “Should I use this?”, then don’t use 
it. If you actually need to use this setting, you’ll know and you won’t have to ask. 
Any setting that can cause a device to erase itself should be implemented with the 
greatest care and caution.

FIGURE 4.5 Passcode settings 

in iPCU

SETTING A PASSCODE
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Restrictions is the most complex group of settings and the worst named. Restrictions. 
Really? This is the best Apple could come up with? Anyway, these settings enable 
and disable most of the basic hardware functionality on the device (Figure 4.6).

I’m not going to detail every one of these settings, as there’s a ton of them and 
they’re all pretty self-explanatory. However, a few are worth noting. For example, 
if you want to avoid the hideous roaming charges that both AT&T and Verizon 
love so well (in the U.S. at least), deselect “Allow automatic sync while roaming.” 
A user can still check her communications automatically, and a device that’s not 
being actively used won’t rack up a few thousand dollars of data charges because 
that user gets a lot of email.

Selecting “Force encrypted backups” just makes sense, and causes almost no 
noticeable problems on the user’s end. You may also want to deselect “Allow explicit 
music & podcasts” if the device is mostly used in a corporate setting. “Allow use of 
iTunes Music Store” applies only to the device. It’s not going to stop people from 
using iTunes on their Mac or Windows computers.

FIGURE 4.6 Restrictions 

settings

CHOOSING RESTRICTIONS
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The Wi-Fi settings are short and to the point. You specify the SSID of the network, 
whether or not it’s hidden, its security type, and the password (for personal net-
works). If you specify Enterprise in the “Security Type” pop-up menu, you reveal 
many more options, such as several Extensible Authentication Protocol (EAP) 
types; Authentication information; and Trust, which contains the certificates used 
to validate the authentication server for the network.

Notice that you can set up multiple networks here. So, if a user must travel 
between facilities— each with its own Wi-Fi network setup—you can populate his 
iOS device with the information for each network ahead of time, so his device just 
works. This also saves you from handing everyone the password to the wireless 
network, which is not only a good idea, but sometimes a regulatory requirement.

CONFIGURING WI-FI
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The VPN settings are the opposite of the Wi-Fi settings: They are not to the point, 
not terribly clear, and painfully easy to incorrectly configure so that your VPN will 
never work (Figure 4.7).

In addition, some of the VPN types listed in the iPCU—such as F5 SSL, Cisco 
AnyConnect, and Juniper SSL—require you to first install the appropriate apps 
from the Apple App Store. Not fun.

I’m not trying to downplay the importance of VPN or to avoid it; but there 
are six specified VPN connection types along with a “Custom SSL” setting, and at 
least 108 separate VPN settings; and, as with the Wi-Fi settings, you can configure 
multiple VPNs setups here. Furthermore, if you are dealing with “VPN on Demand” 
and some of the custom options, you’ll be looking at even more settings.

Fully explaining all of that is literally a book unto itself and, in fact, many VPN 
books have been written. VPNs are still overly complex as the VPN settings show. 
If you are responsible for maintaining your VPN, I don’t need to tell you what set-
tings to use. If you are not the person maintaining your VPN, schedule some time 
to sit down with your VPN guru, the iPCU, and an iOS device to work out the best 
settings for your devices. Then use them. Take copious notes—you’ll be glad you did.

FIGURE 4.7 VPN settings are 

easy to configure incorrectly.

SETTING UP VPN
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These settings configure POP/IMAP email accounts for your devices (Figure 4.8).
One thing right away: Don’t use POP. If someone is checking her email with an 

iOS device, it is fairly certain that it isn’t the only way she checks email. You really, 
really want to use IMAP here. Yes, I know, POP has that “leave it on the server” 
option. That’s nice but it’s not IMAP, which is designed from the ground up to be 
used by multiple devices checking the same account. If you were entering the 24 
hours of Le Mans, would you drive an Audi R15 TDI, or a ’78 Pinto with a big spoiler 
and glasspacks? Right. Use IMAP.

By the same token, also use SSL. If you haven’t enabled this on your server, now 
is a great time to do so. Open wireless networks are a gold mine for people doing 
illicit data mining, and SSL is an easily-implemented method to prevent them from 
mining you. So, use SSL. The only other thing I’d specifically recommend is using 
authenticated SMTP. It’s a cheap way to stop unauthorized people from using your 
SMTP server, and iOS supports it.

As far as the other settings go, email settings are email settings are email settings. 
However, you will want to leave some settings blank for the user to fill in: the User 
Display Name, the User Name, and the Password. If you fill those out, you’ll have to 
create a custom profile for everyone, or change the settings every time you install 
them on a device. You don’t want to do that, do you? Of course not.

FIGURE 4.8 POP/IMAP email 

account settings

SETTING UP EMAIL
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However, the downside of letting users enter that information is if you install 
a profile via USB, the user has to enter that information during that installation. 
So, when you’re installing profiles to set up email or any other option that requires 
user input, you won’t want to do so over USB. Luckily, as you’ll see, you have other 
ways to distribute these profiles.

The only setting I want to talk about specifically is Path Prefix, because it is a 
setting you’ll use with a rather popular email provider, namely Gmail.

When you set up a Gmail account on an iOS device, you’re really setting up 
an IMAP account—and Google has an “interesting” take on IMAP. If you use the 

“standard” IMAP settings for Gmail, you’ll realize that you have duplicates of every 
folder in your Gmail account. That’s because if you look at your account from the 
folder root, you’ll see you have a [Gmail] tree with all your Gmail “folders” and 
possibly an [IMAP] tree as well. By setting the Path Prefix to [Gmail], you avoid 
some of that duplication.

Boy, that’s kind of a pain, isn’t it? Wouldn’t it be nice if you had an easier way to 
deal with Gmail that set up Google Calendars and Contacts at the same time? Well, 
you do. You can use Exchange ActiveSync instead of Email for this. Your setup is 
not only simpler, but you get all your calendaring and contacts, too. (Unfortunately, 
you still have the same ugly folders issue because Google’s Exchange ActiveSync 
implementation is as “interesting” as their IMAP implementation, but at least you 
do less work for it.)
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Microsoft Exchange is, for better or worse, the 800-pound gorilla of corporate 
email; and its mobile protocol, Exchange ActiveSync (EAS), is the way you connect 
mobile devices to Exchange. However, a while ago, Microsoft did something quite 
brilliant with EAS: they decoupled it from Exchange. So, it still has the name, but 
you can use it with servers that have nothing to do with Exchange, such as servers 
from Google, Kerio, Zimbra, Atmail, and others.

Exchange ActiveSync, name aside, is a boon to iOS devices and the like 
because—rather than configuring your email server and your calendar server and 
your contact server separately—you just set up EAS and you’re done. Exchange 
ActiveSync also allows handy things for IT folk such as the remote wipe of a device 
without signing up each and every device for “Find my iPad/iPhone.” In Exchange 
ActiveSync settings (Figure 4.9), you configure Exchange ActiveSync accounts on 
your iOS devices.

As with email, you’ll find the ”normal” fields here, such as Account Name, the 
server name, Use SSL (YES), and so on. A few fields, however, may appear a bit 
odd to the uninitiated. First of these is the Domain field. If you are on a Windows 

FIGURE 4.9 Exchange Active-

Sync settings

USING EXCHANGE ACTIVESYNC
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network using an Exchange Server, the domain is usually your Windows domain. 
If you’re using a server such as Gmail, or Kerio Connect (that is, something other 
than an actual Microsoft Exchange server), you can leave this field blank.

The other strange fields are the authentication credential fields. These are used 
with certificates that validate the server to the client. This may seem odd, but it is 
a good way to avoid accidental connection to a rogue Exchange server that hap-
pens to have the same DNS address as the desired server. As with email settings, 
leave the User, Email, and Password fields blank unless you specifically want to 
fill them in for each user.
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Lightweight Directory Access Protocol (LDAP) started as a way to track email con-
tact information and eventually morphed into the way companies manage all their 
computers and users. While Active Directory, Open Directory, and OpenLDAP are 
all based on LDAP, for the purposes of this book, LDAP is used only as a contact 
database.

Most of the settings here are pretty basic (Figure 4.10), with a couple of excep-
tions. The first exception is the “Account Username” field. Depending on your 
server type, your account name can look like:

� john

� john@company.com

� cn=john,cn=users,dc=example,dc=com

The last example is a full distinguished name and completely specifies the user, 
who in this case is john, in the users container in the domain example.com. It’s 
simple, but only if you know how to read LDAP-ese. In that sense, LDAP is kind of 
like VPN. If you’re running your LDAP server, you already know this; if you aren’t, 
schedule some time with your directory administrator and have that person help 
you set up this information.

FIGURE 4.10 LDAP settings

ENABLING LDAP
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The second LDAP setting that might catch you off guard is the Search Settings 
field, which requires some basic knowledge of LDAP structure. LDAP is, in general, 
structured like a tree. At the root, you have the domain, so company.com would 
map to “dc=company,dc=com”. Everything expands out from there in a variety 
of containers (generally, although somewhat incorrectly, abbreviated as CN) and 
organizational units (OU).

When searching an LDAP directory, you obviously want to limit how much data 
has to be searched for the benefit of the search speed, and also to control the overall 
load on the system. A hundred devices searching thousands of entries are going 
to create a greater server load than if they’re searching a few hundred entries. So, 
you limit searches by the scope, or range, of the search and by the starting point. 
To set your search scope, you have three options:

� Base, which searches only the defined search base. If the data you want is 
one level below that base, the search won’t find it.

� One Level, which searches the base and the level immediately below it

� Subtree, which searches the base and everything below the base regardless 
of the number of levels.

The next step is to set up your Search Base or starting point. Since you’re really 
just using LDAP for email contact information, you’ll want to set up the container 
or OU for your users. If your LDAP directory is Apple’s Open Directory, typically 
the OU will be the users container, the Open Directory Master computer name, 
and the domain name. So:

cn=users,dc=odmasterserver,dc=domain,dc=com

would be a typical search base for a generic Open Directory setup. Other LDAP 
implementations would be different, but similar to this.
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By restricting your starting point to just the users container, you can set the 
search scope to be “Subtree”, and not worry about every device iterating through 
every part of the LDAP directory just to find Bob’s email address. When LDAP is set 
up, both the Email and Contacts apps on the device will automatically use LDAP 
data for activities such as autofilling email addresses in messages.

BIG SCARY LDAP WARNING

As I just said, LDAP isn’t only for email addresses. A modern LDAP implemen-

tation can, and often does, contain almost every bit of data about the people 

and computers in a company. It can also contain office lists, conference room 

lists, personal phone numbers and addresses, and all sorts of other informa-

tion that you don’t want the world to be able to find. If you are going to set 

up LDAP on your iOS devices, it is critical that you do not allow anonymous 

access over unencrypted connections. You really, really, really want to require 

SSL, and use both usernames and passwords for everyone allowed to access 

your LDAP information from outside your company’s network. Plus, it’s a 

very good idea to also require it inside the company network. If everything 

is encrypted, someone who manages to get past your firewall still ends up 

with a whole lot of nothing for the effort.
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CalDAV is an open calendaring standard used by many companies, Apple and 
Google among them, to set up calendar servers. Unsurprisingly, iOS supports 
CalDAV. (A little background: CalDAV combines .ics calendaring files as the data 
format and WebDAV as the transport mechanism, hence: CalDAV.) The setup is 
simple with the only oddball bit being the Principal URL (Figure 4.11). That’s the 
URL that contains the path to the CalDAV store on the server. This path can vary 
depending on the server and its implementation. For example, the Principal URL 
might look like /caldav/users/domain.com/john/.

As with Email and other “user input required” settings, leave the Account 
Username and Account Password fields blank to permit the user to enter that 
information. And always use SSL.

FIGURE 4.11 CalDAV settings

SETTING THE DATE
WITH CALDAV
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As you saw earlier, LDAP, while usable for email addresses and other contact info, 
is not always the best choice for many reasons, including that it’s kind of a pain 
to set up. So, a few years back, Apple and several other entities took the CalDAV 
concept and applied it to contacts. What they came up with was using the vCard 
format as the data store and, again, WebDAV as the transport mechanism. The 
result? CardDAV. The setup is identical to CalDAV, including my standard warning 
to use SSL (Figure 4.12).

FIGURE 4.12 CardDAV settings

GETTING IN TOUCH 
WITH CARDDAV
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These are publicly-accessible, read-only calendars based on the .ics file format that 
may be used for event lists, team schedules, and so on. Apple has a list of publicly 
accessible calendars at www.apple.com/downloads/macosx/calendars/. If the 
calendar in question requires a username and password, those would be entered 
here (Figure 4.13), unless they need to be customized for each user, in which case 
you’d leave them blank. As always, use SSL if it’s an option. (Though, sometimes, 
you just don’t care. I doubt it’s a problem if Little Bobby Haxx0r sniffs the updates 
to my calendar of sunrise/sunset times in Helsinki.)

FIGURE 4.13 Enter username 

and password in the Sub-

scribed Calendar settings.

KEEPING UP WITH
SUBSCRIBED CALENDARS

www.apple.com/downloads/macosx/calendars/
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At first glance, these settings can seem kind of useless. “What? Now we don’t want 
them typing in a browser?” But if you think about it, placing web links on an iOS 
device can be pretty useful for many companies. For example, do you have an 
internal Wiki or other informational web page? You can set those up here, and 
make them available on an iOS device without requiring the user to trawl through 
bookmarks. Do you have custom internal web applications for your users? Enter 
the info here (Figure 4.14), add a pretty icon, and select the “Full Screen” check-
box. When someone taps that link, it looks and behaves like an app, not a web 
page. Smaller companies may not have many uses for this feature, but for larger 
companies, these links can be quite handy.

FIGURE 4.14 Create web links 

for the iOS device.

USING WEB CLIPS
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Here and there I’ve talked about certificates and SSL. Well, if you have your own web 
or email servers and you’re using SSL, you’re going to have your own certificates 
for them. Or maybe you’re using certs for Exchange or your VPN. If you want to 
install them on the iOS devices that need them, here’s where you do it (Figure 4.15).

And it’s pretty simple. When you click the Add (+) button in the main Cre-
dentials pane, you’ll see a dialog that asks you to locate the cert file you want to 
use. Navigate to the file, click Open, and if it’s a valid cert file, you’re ready to go. 
As with Email, CalDAV, Exchange ActiveSync, and other settings, you can create 
multiple entries here. When you install this profile, the certificates are installed 
on the device, and ready for use.

ABOUT SCEP

Simple Certificate Enrollment Protocol (SCEP) can securely add certificates to 
a device over the air (OTA). In this group of settings, you enter the information 
needed to use your device with a SCEP server. I’m not going to go into this in any 
detail here because several later chapters are devoted to SCEP and will provide all 
the detail you need.

FIGURE 4.15 Credentials 

settings

SETTING CREDENTIALS
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Mobile Device Management (MDM) allows you to do everything you’ve done 
here in the iPCU, but wirelessly, securely, and with a lot less work on the part of 
the user. MDM works with Apple’s Push Notification Server (APNS) to wirelessly 
push configurations and configuration changes to iOS devices. As you’ll see later 
in the book, you can do some really cool stuff with MDM. Because Mobile Device 
Management will be explored in detail later, you can leave these settings alone 
for now; although if you examine them, you’ll begin to see what you can do with 
MDM, and how useful it can be.

MANAGING ADVANCED SETTINGS

Remember back in the “Setting a Passcode” section that I said some things that 
fall into the “If I have to ask, the answer is probably No” category? The Advanced 
settings in the iPCU are the perfect example. Here you change your devices’ cel-
lular connection settings. Apple says it in the iPCU settings themselves, and I’ll 
repeat it here: These settings should only be managed by trained professionals. If 
you mess these up, your users won’t have an iPhone or an iPad with 3G features 
any more. They have an iPod Touch. The iPod Touch is a neat bit of kit, but not if 
you need to make a call or use the cellular network to get work done. Unless you 
have a clear need to change these settings and know exactly what you are doing 
and why you are doing it, stay away from these settings like they were a swarm of 
rabid wolverines.

WRAPPING UP

Woohoo! You made it through all the configuration profile settings! Congratu-
late yourself, you now have a solid bit of knowledge to help you manage and set 
up your iOS devices. Next, we’ll dive a little deeper and look at the structure of 
the configuration files you’ll be creating when you want to install these settings 
on devices without using a USB cable.

USING MOBILE DEVICE 

MANAGEMENT
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